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		Annex X

Data Processing Agreement 
According to Art. 28 of the EU General Data Protection Regulation (GDPR)

0.	Agreement Details
0.1	Client: ……
0.2	Contractor: Loyalty Partner Polska Sp. z o.o., with its seat at Towarowa Street 28, 00-839 Warsaw, entered in the Register of Entrepreneurs kept by the District Court for the Capital City of Warsaw, 12th Commercial Division of the National Court Registry under the number KRS 0000290350, NIP 527-25-58-871, share capital of PLN 16,919,100 represented by:
0.3	Contractually commissioned services: (briefly: “Services”): …
0.4	Name and date of contractual basis (briefly: “Contractual Order”): … contract dated [date]
[bookmark: _Hlk507086446]0.5	Data processing (also) outside of the EU or the EEA: No / Yes, specifically:
· [If “No” delete altogether; if “Yes”: Company name, address and country where the data are processed outside the EU/EEA; additionally, company name, address and country of the respective representative within the EU/EEA, cf. Art. 27 GDPR]
0.6	Representative within the EU or EEA: n/a / Yes, specifically:
0.7	Authorized persons (functions) on behalf of Client: …
0.8	Authorized persons (functions) on behalf of Contractor: …

1.	Object and Term of this Agreement
1.1	The Client has contractually commissioned the Contractor to provide the Services. The Parties have concluded the Contract for this purpose. This Data Processing Agreement is an essential part of the Contract.
1.2	In so far as the Contractor processes personal data of the Client (briefly: “Data”), this takes place without exception on behalf of the Client and in the sense of processing according to Art. 28 GDPR (briefly: “DP”).
1.3	The Client remains the responsible controller to this extent, i.e. “master of the data,” and remains responsible toward the persons concerned for evaluating the permissibility of the data processing and for protecting the rights of the persons concerned. Art. 28 Par. 10 GDPR remains unaffected thereby.
1.4	This agreement governs the details of the DP according to Art. 28 GDPR (hereinafter “DPA”). It takes precedence over any divergent provisions between the Parties regarding the processing of the Data by the Contractor, and also replaces any existing older DPA provisions between the Parties relating to commissioned data processing.
1.5	The beginning, term, end, and termination options of the DPA correspond to those of the Contract. The right to extraordinary termination for important reason remains unaffected. If important reason for extraordinary termination of this DPA exists, it also constitutes important reason for the extraordinary termination of the Contract. 

[bookmark: _Toc255201656][bookmark: _Toc289864046]2.	Details on Data Processing by the Contractor on Behalf of the Client
2.1	The data protection details concerning the services to be provided by the Contractor are stipulated in Appendix 1 in such a manner that the following is described for each element of the services:

(1)	Scope, nature, and purpose of the Data processing taking place in the context of providing the services,
(2)	the type of Data processed thereby, and 
(3)	the respective categories of persons concerned by this Data processing.
2.2	The Contractor may process the Data exclusively within the framework of this DPA, in particular within the scope of the relevant specifications of Appendix 1 and any documented individual instructions from the Client. The Contractor is only entitled to other Data processing to the extent it is required to by law; in such a case the Contractor shall inform the Client of these legal requirements before the processing takes place, in so far as such information is not forbidden by the legal obligation concerned due to an important public interest. With the exception of such mandatory legal requirements, the Contractor may not in particular use Data for his own or other purposes and may not create copies or duplicates of Data. 
2.3	Individual instructions from the Client must remain within the framework of the service scope agreed upon, in particular of Appendix 1. 
The Client must deliver individual instructions in writing or via email. In case of danger of default the Client may also issue individual instructions verbally but must confirm them afterward without delay in writing or via email.
The Contractor will inform the Client without delay if an individual instruction violates legal regulations in his opinion. In this case the Contractor shall continue to process the data as though no instruction had been issued until the confirmation of the instruction by the Client.
2.4	The Contractor may only correct, delete, or block Data in the context of individual instructions by the Client or if this is part of the service according to Appendix 1. Secure methods are to be used for deletion that must be demonstrated by the Contractor to the Client upon request.
If a person concerned approaches the Contractor directly requesting information with regard to data protection, the Contractor must inform the Client without delay and wait for the Client’s instructions in any case. 
2.5.	The Contractor warrants that the persons authorized to process Data have undertaken to maintain confidentiality or are subject to an appropriate legal duty of confidentiality (“Data Secrecy”). The Contractor ensures in particular that its employees are forbidden to process Data without authorization, are bound to Data Secrecy in writing, and are informed of all relevant data protection regulations. To demonstrate that these obligations have been met the Contractor will present anonymized copies of statements of commitment to the Client at the Client’s request. The Contractor undertakes to oblige its employees to process Data exclusively according to the specifications of the Client unless bound to do so by the law of the European Union or its Member States. 
2.6	The Contractor regularly checks and documents, for himself and for his subcontractors, the correct processing of Data and compliance with the data protection regulations by its respective employees as well as the fulfillment of the obligations of this DPA. The Contractor demonstrates the controls undertaken to the Client upon request and provides documentation of them.
2.7	The Contractor shall report to the Client without delay and in detail, in writing or via email at the email address stated in section 2.7 (5) in case of:
(1)	Suspicion of data protection violations, 
(2)	Violations by the Contractor, its employees, or third parties against data protection regulations or the provisions made in the Contract,
(3)	Deviations of the Contractor’s technical and organizational measures from the requirements agreed upon with the Client,
(4)	Irregularities in the processing of Data,
(5)	Any unauthorized access to or processing of data from the Client, which must be reported to Client within 24 hours by contacting security@payback.net and to the “AXP Enterprise Incident Response Program” (tel. +1-602-537-3021 or EIRP@aexp.com), and/or
(6) 	Inquiries, control measures, investigations, or other actions by a data protection supervisory authority or other authority (e.g. police or court) undertaken with the Contractor.
The report in the case of numbers (1), (2), (4) and (5) must contain at least the following information:
(a) A description of the type of violation or irregularity, indicating as far as possible the categories and approximate number of persons concerned, and the categories and approximate number of Data sets concerned;
(b) A description of the probable consequences of the violation or irregularity; and
(c) A description of the measures taken or proposed by the Contractor to remedy the violation or irregularity, and where applicable, measures for mitigating their possible negative effects.
In these cases the Contractor supports the Client to the extent necessary in documenting possible violations of the protection of Data, including all facts in connection with the violation of the protection of Data, their effects, and the corrective measures taken (Art. 33 Par. 5 GDPR). As support services, the Contractor will in particular make competent contact persons available to the Client, answer the Client’s questions, and make all relevant systems, data, documents, and papers available to the Client.
2.8	The Contractor will inform the Client when the involvement of the Client’s Data Protection Officer is necessary in the Contractor’s opinion. The Contractor will support the Client’s Data Protection Officer in carrying out his duties by making the resources required to fulfill these duties available and providing access to personal data and processing procedures.
2.9	The name and contact information of the Contractor’s company Data Protection Officer (“DPO”) as well as further information from the Contractor regarding its data protection organization are provided in Appendix 2. The Contractor must report any change of the DPO or other changes to the information in Appendix 2 to the Client in writing without delay.
[bookmark: _Hlk505198724]2.10	The Contractor will assist the Client where possible with suitable technical and organizational measures to meet the Client’s obligation to answer requests for the exercise of the rights of persons concerned stated in Art. 12–23 GDPR. Similarly, considering the type of processing and the information available to it, the Contractor supports the Client in meeting the Client’s obligations regarding the security of Data stated in Art. 32–36 GDPR, and regarding a data protection impact analysis if necessary and prior consultations. In particular, the Contractor will make competent contact persons available to the Client, answer the Client’s questions, and make all relevant systems, data, documents, and papers available. The Contractor must also provide the Client upon request with all information the Client requires to fulfill other legal requirements (such as creating a register of processing activities).
2.11	The Contractor ensures that Data from other databases (the Contractor’s own or those of his other clients) are kept strictly separate; further details are given in Appendix 4 under “Confidentiality – Isolation Control / Segregation Control.”

3.	Place of Data Processing 
3.1	If not otherwise stipulated in this DPA, Data processing by the Contractor takes place only in a member state of the European Union (EU) or another state party to the Agreement on the European Economic Area (EEA); decisive is the country’s status at the time of the respective processing. This applies as well to simple access to Data from such countries.
3.2	If the Contractor also processes Data according to this DPA outside of the EU or EEA, the Contractor must demonstrate to the Client immediately after conclusion of this DPA, unsolicited, and any time thereafter upon request, that the prerequisites for the legal processing of Data are met in the third country according to Art. 44 ff. GDPR. The name and contact information of the named representative within the Union according to Art. 27 GDPR are given in section 0 (Agreement Details) of this DPA. The Contractor must indicate a change of representative to the Client in writing without delay. The Contractor commissions the named representative to serve in addition as a point of contact especially for supervisory authorities and persons concerned for all questions in connection with the processing of Data for ensuring that all data protection requirements of the Contractor and of this DPA.

4.	Use of Subcontractors 
4.1	The Contractor may use subcontractors for the provision of services only with express prior written consent from the Client.
4.2	If, as an exception and with appropriate consent from the Client, the Contractor is permitted to employ subcontractors located outside of the EU or EEA, it is mandatory that the Contractor must thereby meet the requirements of Art. 44–49 GDPR and demonstrate this to the Client. Insofar as the Client may need to conclude direct standard data protection terms with the subcontractor based on current data protection specifications, the Contractor will support the Client thereby and will enter into these terms itself where appropriate. 
4.3	The Contractor must in any case arrange its contracts with subcontractors in such a manner that they correspond from a data protection perspective at least with the data protection provisions of this DPA, and that the responsibilities are clearly separated between Contractor and subcontractor, and that the Client has the same rights toward the subcontractor directly as he has toward the Contractor according to this DPA. This includes in particular the Client’s direct control rights with the subcontractor. The agreement between the Contractor and its subcontractor must also offer sufficient guarantees that the appropriate technical and organizational measures are conducted in such a manner that the processing takes place according to the requirements of this DPA and the applicable data protection laws.
4.4	The Contractor is responsible in the relationship to the Client for the best possible selection of a suitable subcontractor as well as the compliant processing of Data according to data protection provisions. The Contractor must regularly examine and document compliance with the subcontractor’s obligations and provide this documentation to the Client upon request. The transmission of Data to the subcontractor or his access to Data is only permitted if the requirements of this Agreement and of Art. 28 GDPR are met. 
4.5	If a subcontractor does not meet its data protection obligations, the Contractor is liable to the Client for compliance with the subcontractor’s obligations in the same manner as if the Contractor had committed the breach of duty himself. The Contractor’s liability for its own obligations in connection with the subcontractor remains unaffected.
[bookmark: _Hlk505198108]4.6	The above provisions of this section 4 apply as well for sub-subcontractors engaged by subcontractors, etc.
4.7	The parties agree to the use of the subcontractors referred to in Appendix 3. Further subcontractors may only be used with the approval of the Client. Those further subcontractors shall be included in Appendix 3 by the Contractor, and an updated list shall be sent to the Client.

5.	Technical and Organizational Protective Measures of the Contractor
[bookmark: _Hlk505197362]5.1	In accordance with Art. 32 GDPR, the Contractor will take all necessary technical and organizational measures to ensure a level of protection appropriate for the risk, considering the state of the art, the implementation costs, and the type, scope, circumstances, and purposes of the processing as well as the different likelihood and severity of the risk to the rights and freedoms of natural persons.
5.2	In order to protect the Data, the Contractor has taken the technical and organizational measures listed in Appendix 4 in particular (“TOMs” for short), which it maintains during the period of this DPA. In addition, the Contractor observes the principles of proper Data processing.
5.3	In the context of technical progress and further development, the Contractor is permitted to adapt individual TOMs, provided that this involves adequate measures and the safety level of the TOMs stipulated in Appendix 4 is not fallen short of thereby. At the Client’s request, the Contractor will inform the Client of such changes; significant changes, however, must be mutually agreed upon before they are introduced.
5.4	The Contractor will inform the Client of the expiration or change of certifications, approved codes of conduct, or its data protection program. The loss of a certification constitutes an important reason grounding resolution by the Client.

6.	Control measures of the Client
[bookmark: _Toc289864051][bookmark: _Toc254029964]6.1	Based on the Contractor’s documentation set forth in Appendix 2 and Appendix 4 in particular, the Client has satisfied himself that the Contractor offers sufficient guarantee that suitable technical and organizational measures will be taken such that Data processing is done in accordance with the requirements and the protection of the rights of persons concerned is ensured.
6.2	The Contractor agrees that the Client is entitled at any time to inspect compliance with the provisions on data protection, this DPA and its appendices, the data protection organization according to Appendix 2, and the TOMs agreed upon according to Appendix 4. This can be done either by the Client or third parties, in particular by obtaining information and examining stored Data and the data processing programs as well as on-site inspections with the Contractor.
6.3	The Contractor ensures that it will cooperate with Client inspections as far as necessary and assist the Client, granting the Client access in particular and providing documents (logs, reports by the Data Protection Officer, certifications, etc.). In addition, upon Contractor’s written notice, Client shall provide its summary findings of any material vulnerabilities uncovered in the scans Client may perform from time to time of Contractor’s internet-facing application. Each party shall bear its own costs of controls.

7.	Termination of the CP
7.1	Upon request of the Client at any time, but at the latest upon termination of the CP, the Contractor shall immediately return the Client’s Data to the Client in a documented, organized, electronic format readable by the Client, or upon separate instructions delete such Data physically at the Contractor’s site in conformance with data protection practice. The Contractor must ask the Client to exercise the choice above within 2 weeks after termination of the DP.
The regulations above apply accordingly to test and scrap material involving Data.
7.2	The Contractor must document deletions according to the preceding paragraph and send the deletion record to the Client without delay.
7.3	Documents of the Contractor serving as proof of the Contractor’s contractual and proper Data processing as well as documents subject to legal storage obligations of the Contractor are excluded from the regulations above to the extent respectively necessary.

[bookmark: _Toc373228527]8	Liability and Contractual Penalty 
8.1	The Contractor shall be liable according to statutory regulations for liability for damages, which arise from culpable infringements of this DPA on the part of the Contractor, as well as arising from applicable statutory data protection provisions. Any limitation of liability arising from the Contract shall not apply.
8.2	Should third parties assert claims against the Client for the infringement of data protection regulations caused by the Contractor’s non-contractual processing of Data, the Contractor shall indemnify the Client against such claims.
8.3	In the case of breach of the obligations stated in sections 2.2, 2.5, 2.7, 2.10 and 3, the Contractor shall pay the Client per violation a contractual penalty for each infringement. The amount of the contractual penalty is of PLN 50 000 (fifty thousand zloty) for each breach of the provisions indicated above. The reservation of contractual penalties does not preclude the Client from claiming damages on general terms.
8.4	The disclosure or misuse of a control data set that the Contractor has processed for the Client justifies the rebuttable presumption that the Contractor has breached at least one of the obligations set forth in sections 2.2, 2.5, 2.7, 2.10 and 3.
8.5	If claims for damages acc. to § 82 GDPR, fines acc. to Art. 83 GDPR, and/or other sanctions acc. to Art. 84 GDPR are threatened or asserted against a party in connection with the processing operations under this DPA, such party shall inform the other party in writing or by email without delay. The parties are obliged to assist one another in defending against such claims. Without prior agreement with the other party, the party concerned will make no substantive statements to the claimant, in particular no acknowledgment or similar declaration. If the parties cannot agree on the manner of defense against the claims, the final decision will be that of the Client.

9.	Other Provisions
9.1	The Client may terminate the DPA and the underlying Contract extraordinarily at any time without notice if the Contractor severely violates data protection regulations or the provisions of this DPA, fails to comply with Client instructions that must be followed under this DPA despite warning, or denies the Client’s right of inspection contrary to contract.
9.2.	The plea of a right of retention according to Art. 461 Polish Civil Code concerning Data or parts thereof as well as to the Client’s data carriers is excluded.
9.3	Insofar as the Data of the Client at the Contractor are or become endangered by seizure or confiscation, insolvency proceedings, or other events or measures by third parties, the Contractor shall inform the Client without delay. The Contractor must inform all parties involved in this connection that the Client is solely responsible and “master of the data.”
9.4	Amendments or additions to this DPA or any of its components and appendices – including any warranties by the Contractor – require written agreement. Alternatively, the parties may use an advanced electronic signature. This also applies to a waiver of this formal requirement. Furthermore a statement is required that they represent an amendment or supplement to this DPA.
9.5	Legal regulations in the sense of this DPA also include EU regulations.
[bookmark: _Hlk505188353]9.6	The law applicable to the Contract and its jurisdiction regulation also apply to this DPA.

10.	Appendices
	The following appendices are a binding part of this DPA:
Appendix 1:	Details of Data Processing
[bookmark: _Hlk505188411]Appendix 2:	Information on the Contractor’s Data Protection Organization
Appendix 3:	List of Approved Subcontractors
Appendix 4:	Contractor’s TOM List (“Description of the technical and organizational measures taken by the Contractor to protect the data of the Client”)































11. Signatures

1. ………………….…… (represented by)

		Name:
	

	Title:
	

	Place:
	

	Date:
	

	Signature:
	 



		Name:
	 

	Title:
	 

	Place:
	 

	Date:
	 

	Signature:
	 








2. Loyalty Partner Polska Sp. z o.o. (respresented by)

		Name:
	 

	Title:
	 

	Place:
	 

	Date:
	 

	Signature:
	 



	

















APPENDIX 1: Details of Data Processing

Services and associated processing of Client data

	Purpose of the processing:
Art. 30(1)(b) GDPR
	[describe]

	Categories of processing: 
Art. 30(2)(b) GDPR
	[describe]

	Categories of persons concerned:
Art. 30(1)(c) GDPR
	[describe]

	Categories of personal data:
Art. 30(1)(c) GDPR
	[describe]

	Recipients to whom the personal data has been or will be disclosed:
Art. 30(1)(d) GDPR
	[either “none” or describe (with specific name and address of recipients; if that is not possible, then as categories)]

	Transfer to third countries (outside the EU) or international organizations:
Art. 30(1)(e) GDPR
	[either “none” or describe (with specific name and address of recipients; if that is not possible, then as categories)]

	For transfer to third countries outside the EU: What guarantees an appropriate level of data protection there?
Art. 30(1)(e) GDPR
	[either “n/a” or describe]

	Deadlines for deleting the different categories of personal data:
Art. 30(1)(f) GDPR
	[describe]







APPENDIX 2: Information on the Contractor’s Data Protection Organization

a.	Data Protection Officer
O	The Contractor has appointed a Data Protection Officer (DPO). Name and contact information: 
	_______________________________________________________________
O	No DPO is appointed. 
	Reason: ____________________________________________

b.	Certifications
The Contractor possesses the following certificates / attestations (e.g. ISO 27001, approved certification procedure acc. to Art. 42 GDPR) that apply to the process of collecting, processing, or using the Client’s Data.
O	None
O	The following:
______________________________________________________________
O   Copy attached	O   No copy, since ____________________________
______________________________________________________________
O   Copy attached	O   No copy, since ____________________________
______________________________________________________________
O   Copy attached	O   No copy, since ____________________________

c.	Approved Rules of Conduct
The Contractor abides by the following approved rules of conduct when processing data (Art. 40 GDPR).
O	None
O	The following:
______________________________________________________________
O   Copy attached	O   No copy, since ____________________________
______________________________________________________________
O   Copy attached	O   No copy, since ____________________________
______________________________________________________________
O   Copy attached	O   No copy, since ____________________________

d.	Written Information Security Program
The Contractor possesses a comprehensive written information security program that covers (a) retention policies for all reports, logs, audit trails and other documentation that provides evidence of data security, systems, and audit processes and procedures; (b) policies documenting the consequences for violations of written information security policies; (c) deploying security patches to all systems as necessary to comply with this DPA and applicable law.
O	None
O	The following:
______________________________________________________________
O   Copy attached	O   No copy, since ____________________________
______________________________________________________________
O   Copy attached	O   No copy, since ____________________________
______________________________________________________________
O   Copy attached	O   No copy, since ____________________________

e.	Data Secrecy
Have all employees of the Contractor who may come into contact with Data signed an undertaking to maintain Data Secrecy?
	O	Yes		O	No; reason: ___________________________

f.	Data Protection Training
In what manner are the Contractor’s employees who may come into contact with personal Data of the Client trained in data protection?
	Type of training:		O	In-person training	O	Web-based training	O	Other: _____________
	Date of last training:	________________________

g.	Data Processing (DP)
Is a process implemented for managing service providers (Data Processing Agreement)?
	O	Yes		O	No; reason: ___________________________

Has a Data Processing Agreement been concluded with all subcontractors involved in providing the services?
	O	Yes		O	No; reason: ___________________________

Are prior vetting and a check of the legal framework done when processing personal data? 
	O	Yes		O	No; reason: ___________________________

Has it been ensured that the Subcontractor’s employees have undertaken to maintain data secrecy?
	O	Yes		O	No; reason: ___________________________

h.	Risk Management
Is a risk assessment system in place?
	O	Yes		O	No; reason: ___________________________

Is a risk analysis conducted at regular intervals? 
	O	Yes		O	No; reason: ___________________________
If yes, at what intervals?	_______________________

Are preventive measures taken as a consequence of the risk assessment?
	O	Yes		O	No; reason: ___________________________

Are risks identified in the risk analysis communicated to the Client accordingly?
	O	Yes		O	No; reason: ___________________________
If yes, how? 	_______________________

Is a record of processing activities kept?
O	Yes	O   Copy attached		O   	No copy, since ______________
O	No

i.	Request for Documents
The following list contains possible documentation that may be requested in preparing a data protection audit, among other things. Which documents does the Contractor have that can be requested in the context of a self-assessment audit or can be viewed in an on-site audit?
Company guidelines
	Document
	Requestable
	Viewable

	Employee handbooks and rules of conduct
	
	

	Recruitment guidelines and practices as well as employment applications
	
	

	Employee confidentiality agreement
	
	

	Obligation to data secrecy
	
	

	Email and communication policy
	
	

	Data protection guidelines (internal, external and in the Web)
	
	

	Organization chart/structure
	
	

	User account guidelines and procedure for all supported platforms in which Client data are processed
	
	

	Security information
	
	

	User guideline incl. forms and proofs used
	
	

	Security log review policies and procedures
	
	

	Physical security policy
	
	

	Record of processing activities
	
	




Third-party security checks/assessments/pentests
	Document
	Requestable
	Viewable

	Legal clauses and confidentiality documents
	
	

	Topics in the security training program (sensitization)
	
	

	Security incident handling and reporting process
	
	

	Network plan for internal and external networks that are defined in the scope of application
	
	



System and network configuration standards
	Document
	Requestable
	Viewable

	System backup guidelines and procedure
	
	

	Application security policy
	
	

	Change management
	
	

	Problem management
	
	

	Incident management guidelines and procedure
	
	

	Encryption algorithms and procedures used
	
	

	Internal vulnerability assessment of systems, applications, and networks
	
	

	System development and life cycle (SDLC) process
	
	

	Business continuity plan (BCP) and/or disaster recovery plan
	
	



Miscellaneous
	Document
	Requestable
	Viewable

	Current ISAE3402 / SSAE16 audit report
	
	

	Most recent BCP / DR test dates and results
	
	

	ISO 27001 certification / report
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APPENDIX 3: List of Approved Subcontractors

Does Contractor involve Subcontractors		O	No
							O	Yes; see the following

Insofar as subcontractors are used, they are listed definitively in the following table; the same applies for sub-subcontractors (etc.):
	
No.
	Name of subcontractor
	Address of subcontractor
	Country
	Task of subcontractor
(= what personal data of the Client is processed by the subcontractor / does the subcontractor have access to, and for what reason?)
	Name and contact information of the
DPO
of the subcontractor
	Place where the subcontractor processes the Data
	
Does the subcontractor use 
“sub-subcontractors”?


If yes:
Please enter the corresponding information (see columns at left) per sub-subcontractor (name, address, task, DPO, place)
The same applies if the sub-subcontractor uses further “sub-sub-subcontractors” (etc.)

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	






APPENDIX 4:
Description of the technical and organizational measures taken by the Contractor to protect the Data of the Client

	No.
	Definition including generic examples
	List and short description of the safeguards the processor has in place

	Confidentiality (Article 32 Paragraph 1 Point b GDPR)

	1
	Physical Access Control

	 
	No unauthorized access to Data Processing Facilities.

E.g.: Access control system with magnetic or chip ID cards, keys, electronic door openers, facility security services and/or entrance security staff, alarm systems, video/CCTV Systems
	 

	2
	Electronic Access Control

	 
	No unauthorized use of data processing and data storage systems

E.g.: Technical (ID/password security) and organizational measures for user identification and authentication. This includes (secure) passwords, automatic blocking/locking mechanisms, two-factor authentication; encryption of storage media
	 

	3
	Internal Access Control (permissions for user rights of access to and amendment of data)

	 
	No unauthorized Reading, Copying, Change or Deletion of Data within the system

E.g. Differentiated access rights (profiles, roles, transactions and objects), logging and reporting of access, change and deletion.
	 

	4
	Isolation Control / Segregation Control

	 
	Isolated Processing of data, which is collected for differing purposes

E.g. Multi tenancy, "Internal client" concept / limitation of use, sandboxing, segregation of functions (production / testing)
	 

	5
	Pseudonymization (Article 32 Paragraph 1 Point a GDPR; Article 25 Paragraph 1 GDPR)

	 
	The processing of personal data in such way / via such methods, that the data cannot be associated with a specific data subject without the assistance of additional Information, provided that this additional information is stored separately, and is subject to appropriate technical and organizational measures.
	 

	

	Integrity (Article 32 Paragraph 1 Point b GDPR)

	6
	Data Transfer Control / Disclosure Control

	 
	No unauthorized Reading, Copying, Change or Deletion of data during electronic transfer, transport or communication.

Measures shall include encryption of CUSTOMER Data on any mobile device or mobile storage or removable media, including laptop computers, smart phones, USB devices (“thumb drives”) and tapes/DVDs, and (b) electronic transfers of Data by CUSTOMER outside its network.

E.g.: Transport encryption (e.g. Virtual Private Networks), electronic signature, logging, transport security, vulnerability threat assessment.
	 

	7
	Data Entry Control

	 
	Verification, whether and by whom personal data is entered into a Data Processing System, is changed or deleted

E.g.: Input validation, logging, monitoring and reporting systems, document management
	 

	

	Availability and Resilience (Article 32 Paragraph 1 Point b GDPR)

	8
	Availability Control

	 
	Prevention of accidental or willful destruction or loss

E.g.: Backup strategy (online/offline; on-site/off-site), backup procedures, mirroring of hard disks, e.g. RAID technology, Uninterruptible Power Supply (UPS), virus protection, firewall
	 

	9
	Rapid Recovery   (Article 32 Paragraph 1 Point c GDPR) (Article 32 Paragraph 1 Point c GDPR)

	 
	Measures to support structured and timely recovery of data and services after an incident.

E.g. Definition of service levels according to the criticality of data, reporting procedures and disaster recovery plans
	 

	

	Procedures for regular testing, assessment and evaluation (Article 32 Paragraph 1 Point d GDPR; Article 25 Paragraph 1 GDPR)

	10
	Data Protection Management
	 

	 
	Organization and processes to enable comprehensible protection of data.

E.g. documented data protection organization
	 

	11
	Incident Response Management

	 
	Processes to support the timely and targeted response to incidents. This especially includes the reporting of data breaches.
	 

	12
	Data Protection by Design and Default (Article 25 Paragraph 2 GDPR)

	 
	Technical and organizational measures to effectively implement the principles for processing of personal data (according to art. 5 GDPR).

E.g. measures for data minimization, anonymization, pseudonymization, Verification via an approved certification mechanism (according to art. 42 GDPR)
	 

	13
	Order or Contract Control

	 
	No third party data processing as per Article 28 GDPR without corresponding instructions from the Client

E.g.: clear and unambiguous contractual arrangements, formalized order management, strict controls on the selection of the Service Provider, duty of pre-evaluation, supervisory follow-up checks.
	 



