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• Introduction Dr. Robert Selk

• (External) Data Protection Officer (DPO) of the LP Group
• Appointed since 2009 for 

• Loyalty Partner GmbH
• PAYBACK GmbH
• PAYBACK Rabattverein e.V
• Loyalty Partner Solution GmbH

• As well as for other clients, like 
• VOLVO, LEGO, Bavaria Filmgruppe, HILTON, etc.

• As well
• Lawyer and Certified Lawyer for IT-Law, Partner of a Law firm
• Co-Founder of a software company for CRM-Software
• Instructor, Speaker and Author for Data Protection topics
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• Examples
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• What is „Data Protection “?
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What is data protection?

• What is „Data Protection“?

• Not: Protection of Data (that would be the data security!)

• But: Protection of people from „datafication“ („verdaten“) by third parties 
(government or companies) 
• Better: Protection against data

• Not: Protection of the data
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What is data protection?

• Follow up question: So who protects the data?

• Not „Data Protection“
• See above
• Legal topic (“not allowed to”)

• But: The so called „Data Security“
• Also: IT-Security, Information-Security, etc.
• This is the „real“ protection of the data, by

• Encryption, Backups

• Role- and authorization concept
• Locked doors, video surveillance

• Etc.

• Technical topic (“not able to”)

Data Protection Training LP Group 2021 - Dr. Selk 11



What is data protection?

Rust protection = Doesn‘t protect the rust, but 

protects from rust
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What is data protection?

• How to achieve? 
• Laws must be established, which define how people may be datafied by businesses, 

government, etc.
• „Data Protection laws“

• Meaning in the EU:
• GDPR as an European law act – it is „the“ EU-Super-Data protection act

• Only a very few national „Mini-Data Protection Laws“ are allowed besides the GDPR
• Germany: BDSG, TMG, etc.

• But these are lower-ranking, GDPR is at the very top of all data protection laws
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• When „data protection“ is necessary?
• By referencing data to a specific person

• So called „personal data “

• → Only such data is covered by Data Protection

• This is an important question
• Because only then Data Protection laws applies!

• Definition by Law:
“‘personal data’ means any information relating to an identified or identifiable natural person (‘data 
subject’); 

an identifiable natural person is one who can be identified, directly or indirectly, in particular by 
reference to an identifier such as a name, an identification number, location data, an online identifier 
or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or 
social identity of that natural person;”

What is data protection?
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• Identified individual
• The identity of the data subject derives directly from the data
• Examples

• Name: Robert Selk
• Email address: robert.selk@xy.de
• EC card with name

• Identifiable individual: That´s enough!
• Identity can be determined with additional information

• Depends on what additional information is attainable
• Important: Knowledge within a company is attributed to the whole company!

• Example:
• PAYBACK number → can be attributed to someone within PAYBACK
• Mail address → you can go there and have a look
• IP address → identity attainable by criminal proceedings
• TRX data, usage behavior → are attributed to a member
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All data

(covered by IT-Security)

Personal data

(Data Protection)

Trade secrets

Other data to be 

protected

What is data protection?
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• Question
• Is data of a website imprint („Impressum“) within the scope of the data protection laws?

• Is this data related to a person – yes or no?
• Answer: Of course yes, related to the named persons

• -> “personal data”

• According to GDPR: No matter whether data is public or not – as long there is an identifiable 
person, it is “personal data”

• Answer: Yes, data protection laws do apply for personal data in an imprint
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What is allowed?

• In the whole EU

• Data protection = Fundamental right/ Human right !
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What is allowed?
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What is allowed?

• Collect and process personal data is - from a legal perspective - a 
„fundamental right violation“

=
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What is allowed?

• Two general rules within the EU

1. Every processing of personal data is prohibited (“Prohibition principle”)
• Unless it is exceptionally permitted by

• consent of the data subject or
• statutory permission in the laws

• E.g.: personal data which is (really) necessary to fulfill a contract

2. If it is allowed: Comply with various additional legal obligations, e.g.
• Information of the data subject, about how exactly he or she is being „datafied“

• „Data Protection Information“, „Privacy Policy“, etc.

• Accountability
• Formal requirements for consent
• Data deletion, etc.
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What is allowed?

• PAYBACK as an example: Which permission do we use?

• For no-consent customers („Non EWE“)
• Only statutory permissions

• E.g..: fulfillment of the PAYBACK membership contract

• → allows the mere program operation

• Additional data processing beyond that?

• Only if there are other statutory permissions (there are, but only a very few)

• For consent customers
• Additionally: Anything which is permitted by the specific consent declaration

• EWE 00, 06, 09

• Newsletter-Flag, 3rd party EWE, PAY Marketing EWE
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What is allowed?

• https://www.payback.de/info/ewe09
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What is allowed?

• https://www.payback.de/info/hinweise-datenschutz
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What is allowed?

• Conclusion:

• For PAYBACK it is specified by 

• Either: the „PAYBACK membership contract“

• Or: possible consent declarations 

• Comment

• Often less, than the partners are thinking ……
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What is allowed?

• Fines and liability

• Monetary sanctions
• For smaller violations: up to 10 m. € or 2 % of the worldwide corporate group annual turnover (which is higher)
• For normal violations: up to 20 m. € or 4 % of the worldwide corporate group annual turnover (which is higher)

• Additionally
• Greatly expanded rights for warnings and legal action for consumer protection organisations and Data 

Protection authorities
• More rights for the data subjects

• Who is liable?
• External liability (towards authorities, data subjects, etc.)

• In most cases: The company (PAYBACK GmbH, etc.)
• Exception: deliberate violations by a person -> this person is personal liable

• Internal liability (towards the employer)
• No Changes by GDPR
• This person is liable which has infringed the data protection laws
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Data Protection Organization

• Roles in Data Protection organisation in a company
• The departments / employees

• Here the personal data is processed, collected, used, stored, etc.

• Here „Data protection must be done“, here it is important to know what´s allowed

• -> here is the main responsibility

• Support by
• Data Protection Management Team

• Tasks: First level support, overall management, coordination, etc.

• Legal department / GCO

• IT Security

• DPO – data protection officer
• Provides advice and support the departments

• Impartial, not bound by instruction, monitors the departments
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• Current topics
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Current Topics

• Current topics
• Data Protection & Home Office

• Please comply with the LP Home Office guidelines

• Webex meetings
• Please use for confidential meetings the „lock“ function

• Handling of job applications 
• They contain often not only personal data but sensitive personal data!

• Best is

• Do not print

• delete as soon as possible, 

• do not store needless or share, etc.
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• Take-aways
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Take-aways

1. Important to understand: Data Protection ≠ Data Security
• Data Protection = Protects the people, not the data

• Data Security = Protects the data

2. „Principle of prohibition“
• For each data processing a permission (consent or law) is required, otherwise it is prohibited

• Please (let) check in advance!

3. Make yourself clear: your role and your responsibility
• Please ask before something has gone wrong
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There is a movie about the GDPR 
„Democracy – Im Rausch der Daten“

https://www.youtube.com/watch?v=S825mBcGYN0 (Trailer only)
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Thank you very much!

Dr. Robert Selk, LL.M.

External DPO of the LP Group

selk@dsb-consulting.com


